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1. About this Document

1.10verview

This document consists of Web Dispatcher Installation and Configuration steps.

1.2 Audience

This document is intended for Basis team.

2. Installing Web Dispatcher

Following are the steps to be followed for Installing Web Dispatcher.

‘ .. » ThisPC » SAPWD (E:) » installations » SWPM

Name = Date modified Type Size
Ly NW710 2/2/2016 %09 PM File folder
is L NWTI1 2/2/2016 %:09 PM File folder
aces 4 NW730 2/2/2016 9:09 PM File folder
L NW731 27272016 %:09 PM File folder
i NW740 2/2/2016 9:09 PM File folder
b NW740SR1 2/2/2016 9:09 PM File folder
3. NW740SR2 2/2/2016 %:09 PM File folder
L NW750 2/2/72016 9:09 PM File folder
1. OOEMNW?740SR1 2/2/2016 9:09 PM File folder
L, PVIND 2/2/2016 9:09 PM File folder
L. SAHANAONPREMI1511 2/2/2016 9:09 PM File folder
M S 2/2/2016 9:08 PM File folder
k sq Open /2/2016 9:09 PM File folder
M sg | % Run as administrator /2/2016 9:09 PM File folder
W sq Troubleshoot compatibility /2/2016 9:09 PM File folder
L] 70 Pin to Start 2/2016 5:38 AM SAR File 520,093 KB
L] co Pin to Taskbar DTD File 3KB
L] LA Restore previous versions /26/2016 5:32 PM ASC File 1KB
[ m Send io , V26/20165:34PM  MF File 1KB
‘__,:m R DTD File 2KB
=] m XML Document S46 KB
N SoRy /19/2016 11:37 AM AR File 3,200 KB
[ ] pr Create shortcut /26/2016 4:18PM  CATALOG File 7,012 KB
=] req Delete /26/2016 8:51 AM XML Document 601 KB
L] res Rename /26/2016 8:50 AM DTD File 2KB
CRORS Properties 1/20/2013 10:13 .. Application 4425KB
[@_sva::'inst o 1/21/2016 3:06 PM Application 150,297 KB
f_b_, sa;;instevent;.dll 016 &: 7 Applic ation extens... 2KB
33 sapinstgui Application 67,523 KB

| ] swpM105P09_8-20009707.SAR SAR File §91,120 KB

m selected 146 MB
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File SAPinst Help

mlnventory Web Dispatcher v 1.0

Software Provisioning

& 2

Choose Option Define Parameters

Welcome to SAP Installation

Go to the option you want to execute,

Available Options

Completed

ITF software Provisioning Manager 1.0 SP 09
P[] SAP S/4HANA, on-premise edition 1511
D[] SAP NetWeaver 7.5
= {59 GAP Nefeaver 7.4 Support Release 2
> CJIEM DBZ for i5/0S
I+ [71eM DB2 for Linus, UNE, and Windows
I+ [71EM DBZ for 205
I [ mMaxDB
= Y MS SQL Server
[> (1 Preparations
) SAP Systems
O Application Server ABAP
I (3 Process Integration
P Application Server Java
= 9 Standalone Engines
P[] Gateway
= €7 Weh Dispatcher
|2 Wveb Dispatcher
[ (] optional Standalone Units
[ [J Additional SAP Systemn Instances

i | web switch®, the Web dispatcher can reject or accept

Description
Installs the Web Dispaicher

You install the Web Dispatcher for an existing SAP
NetWeaver 7.4 Support Release 2 system,

The Web dispatcher runs between the Internet and
your SAP system. Itis the entry pointfor HTTP or
HTTPS requests into your system, which consists of
one or more Web application servers. As a "software

connections.

When it accepts a connection, it balances the load to
ensure an even distribution across the servers.

ltis also beneficial to use the Web dispatcher if you
do not need security functions (entry point in the
DMZ, SSL, and URL filtering), but you simply want to
balance the load between several application server
instances.
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File SAFinst Help

Software Provisioning w

b |

> (1] = N = s =
Choose Option Define Parameters Summary Execute Completed

Parameter Sefttings

Choose whether you want to run the installation in 2 typical or a custom mode.

Parameter Settings
Farameter Mode O Typical

Additional Information
You can run the installation either in a typical or a customn mode:

= Typical Mode
If you choose Typical, the option is performed with default settings. As a result, you only have to respond to a small selection of
prompts. If you want 1o change any of the dafaull settings, you ¢an do so6 on the Pararmaeter Summary scfeen.
Mote that if you choose the Typical setting and then choose Back after processing one or more input screens, the Custorn setting
is activated. You are now guided through all screens with the default parameters that have been applied in the background so far.
® Custom Mode
Iryou choose Custorn, you are prompted for all parameters. Atthe and, you can still change any of these paramelars on the
Parameter Summary screaen.

[ gack] [rvet
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File SAPinst Help

Software Provisioning W

> [ E3 =) = 5 =

Choose Option Define Parameters Summan Execute Completed
General SAP System Parameters

Enter the system ID and destination drive.

SAP System

SAP System ID (SAPSID)™
Destination Drive
Additional Information

The SAP Systern /D is an identifier for your SAP system, It must be unique throughout your system landscape.
The system is installed under <Destination Drive:\usr\sap\<SAPSID>\....

[« oo [E
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File 8APinst Help

Software Provisioning w

Choose Option Define Parameters Summary

Execute Corppleted
Master Password

Enter the master password for all users,

Master Password

The master password is used for all users that are created, as well as for the secure store key phrase.
Check the F1 help for restrictions and dependencies.

Password for All Users™ [++2sssxas
Confirm "
Additional Information

If you want to set an individual password for each user, you can do this in the corresponding parameter section on the Parameter Summary
screen.

If you setindividual passwords, a new master password does not overwrite these individual seftings.
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File SAPinst Help

Software Provisioning w

> L] (2] 3] L = =

Choose Option Define Parameters Summary Execute Completed
Windows Domain

Choose the Windows domain in which you want to create the SAP system accounts.

SAP System User Domain
SAP System ID (SAPSID)
Damaln Model

O Different Damain

Windows Domain* [ ]
Additional Information

& Ifyouwant the SAP system to run on one host, you can choose Local Domain (local installation).

& |f you want the system fo be distributed on several hosts, we strongly recommend that you perform a demain instaliation to avoid
authorization problems.

& Ifyou want to install a high-availability system with MSCS, you must perform a domain installation

To perform a domain installation and have the operating system users created during the installation, you must be a domain administrator.
Otherwise, you have to create all operating system users before the installation.
For more information about Windows domains, see the Windows documentation.
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File SAFinst Help

Software Provisioning

> [} (2]

Choose Option Defineg Parameters
Operating System Users

Enter the passwords of the operating system users.

SAP System Administrator
Account; acu-dzrpd 1 3\gdOadm

Surmmary

Execute Completed

Password of SAP System Administrator |

Confirm [pansnanas

SAP System Service User
Account. acu-dzrpd{ 3\SAPService GDO

Password of SAP System Service User  [*+222s ..

Gondirm [fansnasaa

] e 3]

Lo ...
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2 SAPinst sanjay.vallakati@acu-dzrpd13: SAP NetWeaver 7.4 Support Release 2 > SAP ASE > SAP Syst... EE]LI

| e sapinst e

Software Provisi O

Choose Option

Completed

Media Browser

Enter the location of the required|

Software Package Request

Medium b
Kernel NW740 SR2

C:
E;
() SRECYCLEBIN
(2 Systemn Volume Information
(Jinstallations
< [ Kernel742
< (151049724_10

(L DATA_UNITS
[B coLaseLASC
[2) CDLABEL.EBC
% COPY_TM.HTM
COPY_TM.TXT
[E) LABEL ASC|
[B LABELEBC
[5) LABELIDX ASC
[2] MDSFILE DAT
B MID ML
[£) SHAFILE.DAT
[E1 vERSION.ASC
B vERsSION EBC

[2) 51049724_10.zip
P (] SAPCAR patch number 510

[ | Check Locatio

Browse... | =l

File |LABELASC

I

Additional Information
The required software packages
If you do not want to check the locamoms o

prompted again to check the locations of the software packages.

Oor LABELIDX.ASC.
column. Later, you are

|
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File SAPinst Help

Software Provisioning
:P File Browser _ (O] x| |

Selectthe file.

Choose Option D
Media Browser > Soft

Completed

My Computer
b Sc:
b D:
= E:

1E0]

Enter the location of the required s

1 $RECYCLE BIN
) System Volume Infarmation
1 mWorklist
1 profile_backup
—Jusr
= COKmI_7.21_WIN__IA32_ 1AB4_ xB4_ SP09_
P (] DATA_UNITS
[£) CDLABEL ASC
[E) cOLABEL EBC
B COPY_TMHTM
COPY_TM.TXT

Software Package Request

deeesO

Medium
Kernel NW 7.20 ¢ 7.21

Check Location
[Browse.] &

B LABELEBC

[2) LABELIDX ASC

MID.3OL

[ SHAFILE DAT

[8) vERSION.ASC

[B vERSION.EBC
D (] SWPM_SP0S

=
=

File LABELASC

Additional Information

The required software pack {

Ifyou do notwant to check the locations of the software pach now, desel
prompted again to check the locations of the software packages.

|
|SC or LABELIDX. ASC.

tthe flag in the Check Location column. Later, you are
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File SAPinst Help

Software Provisioning W

> [1] 2] = = 5 o

Choose Option Define Parameters Summary Execute

Completed
Media Browser

Enter the location of the required software packages,

Software Package Request

| Medium

|Packane Location | | Check Locatio
Kernel NWF40 SRZ

[E:\installations\Kernel74245104972. . Browse..f

Additional Information

The required software packages available on the medium are detected using the identification files LABEL. ASC or LABELIDX . ASC.

Ifyou do notwant to check the locations of the software packages now, deselectthe flag in the Check Location column. Later, you are
prompted again to check the locations of the software packages.
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File SAPinst Help

Software Provisioning

3 =

Choose Optian Define Parameters Summary

Windows Domain for SAP Host Agent

Completed

Select the Windows domain of the SAP system accounts for the SAP Host Agent.

SAP Host Agent User Domain
SAP System ID (SAPSID)
Dormaln Model ® Local Dom
O Domain of Current User
O Different Domain
Windows Domain [

[« e[
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File SAFinst Help

Software Provisioning W
(2 = L 5 =

Execute Completed

Choose Option Define Parameters Summany
Operating System Users

Enter the passwords of the operating system users,

SAP System Administrator

Account: acu-dzmd1\sapadm
Password of SAP Systern administrator | EEEEE |
]

|auaa...“\

Confirm

4 Baok|[Next ¥
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File SAPinst Help

Software Provisioning

2|
=
Choose Optioh Define Parameters Summary Completed

SAP Web Dispatcher

Enter the required instance parameters for the SAP Web Dispatcher instance

SAP Web Dispatcher Instance
The following SAP system instances already exist on this host
SAP System ID (SAPSID) |Insiance Marme Instance Mumber

Instance Mumber™

Virtual Host™ [acu-dzrpai3

Additional Information

The instance Number and Virfual Host for the SAP Web Dispatcher instance are technical identifiers for controlling internal processes, such
as asslgned memory. They must be unigue for this installation host.
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File SAPinst Help

Software Provisioning w

Choose Option Define Parameters Summary Execute Completed
Message Server Parameters

Enter the required message server host and port.

SAP Message Server

Message Server Host™ lacu-svngwd13
SAP Back-End System ID™  [6D@

Message Server HTTP Port™
Additional Information

® Ifyour system is based on AS ABAP or on both AS ABAP and AS Java (dual stack:
message server.

® If your system Is based on AS Java only, enter the parameters for the Java message server.

¥ ), enter the p ters for the ABAP
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Eile SAPinst Help
Software Provisioning w
» |
> L =l = = = =
Choose Option Define Parameters Summary Execute Completed

SAP Web Dispatcher Parameters

Enter the network connection parameters

SAP Web Dispatcher Configuration
Maximum Incoming Goncurrent Connections (2008 )
HITPS Port™
Configure HTTP Port @ Mo

O Yas
HTTE Port™
Encryption Mode
Encryption Mode  [A1ways =)
Additional Information

The Encryption Mode defines the encryption for communication between the SAP Web Dispatcher and the back-end system. Select one of
the following values from the Encryption Mode drop down Dox

@ Ifyou select Always, HTTPS is used.

& Ifyou select Mever, HTTP is used.
& If you select Depending on the incoming protocol, HTTPS is used for requests to the SAP Web Dispatcher HTTPS port, whereas

HTTP is used for requests to the SAP Web Dispatcher HTTP port.
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File SAPinst Help

Software Provisioning

> [*] (2] 3] L [s] -

Choose Option Define Parameters Summary Execute Completed
ICM User Management

Enter the password of the web administration user ‘webadm’.

Internet Communication Manager (ICM) User Management

Password of webadm'™ [**2525404s

Confirm ™

Additional Information

An administration user webadm is created to use the web administration interface for Internet Communication Manager (ICM) and Web
Dispatcher.
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File SAPinst Help

Software Provisioning w

Choose Option Define Parameters Summary Execute Completed
Activation of ICF Nodes

If your system is based on AS ABAP, enter the parameters for the activation of the Internet Connection Framework (ICF) nodes for the SAP
Web Dispatcher.

Internet Connection Framework (ICF)

{“Tactivate ICF Nodes

RFC Connection

Application Server Instance Host” |acu-svngwd13
Application Server Instance Number® ||

SAP Systern Client 000

RFC User"

Password of RFC User™ [ ]
Additional Information

The SAP Web Dispatcher uses ICF services of the SAP ABAP system's application servers to retrieve information about server groups and
URL mappings. By default, all ICF services are inactive. For more information, see SAP Note 552286.
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File SAPinst Help

Software Provisioning

> L E3 = = 5 =

Choose Option Define Parameters Summany Execute Completed
Unpack Archives

Select the archives you want to unpack,

SAP System Archives
The installation procedure has determined that the selected archives have to be unpacked. Choose Nextto unpack the archives
automatically from the media to the SAP global host.

Archives to Be Unpacked

_l_.![lpac_lfJ Archive | Codepage |Des1|nat|0n | Downloade... |
QDBIHDEP\SAPEXE,SAR |Nun—Un1cnde Elhugrhsapi¥DassyYs exebnuci NTAMDGY |
Additional Information

If you have downloaded newer versions of these archives from SAP Service Marketplace, enter their locations in the Downloaded To column.
Deselect Unpack for archives that you want to unpack manually: for instance ifthe destination is located on a network share for which the
installation user does not have write permissions.

Additional Information for SAP HANA

Ifyou are installing a product based on SAP HAMA please download the latest SAPEXE.SAR and SAPEXEDB.SAR of your SAP kernel from
ihe SAP Sernvice Marketplace and enter their respective download locations in the Downloaded To column. If you are installing a product
based on kernel version 7.20 please use the archives of kernel version 7.21.
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File SAPinst Help

Software Provisioning w

Choose Option Define Parameters Summary Execute
Install Diagnostics Agent

Completed

Define your Di tics Agent i
Manager.

tion strategy and decide whether to install the Diagnostics Agent for diagnostics in SAP Solution

Diagnostics Agent for Diagnostics in SAP Solution Manager

{Tinstall Diagnostics Agent
Additional Information

Itis recommended to not install the Diagnostics Agent together with the managed system when using Agents On-the-fly functionality.
Refer to SAP Note 1365123 for guidance and details.
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Eile SAPinst Help

Software Provisioning w

> L = Kl L L o

Choose Option Define Parameters Summary Execute Completed
Parameter Summary

Choose ‘Mext to start with the values shown. Otherwise, select the parameters to be changed and choose ‘Revise'. You are then taken to the
screen where you can change the parameter. You might be guided through other screens that have so far been processed.

Parameter list

[] Parameter Settings
Parameter Made
Custom [

[] General SAP System Parameters
SAF System 1D (SAPSID)

Deastination Driva

[] Master Password
Fassword for All Users

] windows Doma...

Dormain Model
[Loca1 Domain b

K I 73

[C] Operating System Users

|4 Eack“ﬂe}d )” Eevissl
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File SAPinst Help

Software Provisioning w

> 7
» | = Bl {4l [5l

Choose Option Define Parameters summary Execute Completed
Task Progress

Running phase: Create users for SAP system

e ——————— ]
Phase 2 of 8

« Update system dlls

@ Create users for SAP system

<& Install common system files

< Unpack SAP archives

<> Install SAP Web Dispatcher instance
< Install instance basics of W00

< Create ICM userstore

<> Start SAP Web Dispatcher instance

Creating account acu-dzrpd13\SAP_WDO0_LocalAdmin for system WDO...
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File SAPinst Help

Software Provisioning w

> | 2] & E5 (sl =

Choose Option Define Parameters Summary Execute Completed
Task Progress

The task has completed

All phases completed

« Update systern dlls

« Create users for SAP system
+ Install common system files
+ Unpack SAP archives |Install co
+ Install SAP Web Dispatcher instance
+ Install instance basics of W00

« Create ICM userstore

« Start SAP Web Dispatcher instance

Execution of Service has been completed successfully,

Execution of

SAP MetWeaver 7.4 Support Release 2 = SAP ASE = SAP Systems = Standalone
Engines = Web Dispatcher = Web Dispatcher

has completed.

Consider sending the feedback form with statistics back to SAP SE. This helps
SAP to continuously improve its tools.

Make sure that you load the feedback form before closing this tool.

Ifyour proxy seftings do not allow sending the feadback directly, you can use the

following link on another computer that has access to the hostwhere the tool is
running.

http:ifacu-derpd13:4239/docs/F 1cd84552ab55ada/EvalF orm_html

Choose OK to close the tool.

Show details |
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3. Configuration

Please make necessary modifications as per the sample configuration file provided.
Login into Web Dispatcher:

PSE Management:
Immmlmarinn > \_& Getting Started

- C | & buprs//acu-dzrpp13/sap/wdisp/admin/public/defaul thtml =
5> web Dispatcnor Aaministration acu-dzrpp13_WPO_00  webadm | Admin riphts aranted
Menu SAP Web Dispatcher Monitor | Refresh |
+ Core System Status: running 4| ©©Q
- Monitor Trace level 1
+ Active Services Process Id 818
Elapsed Time / CPU Time: 00:00-27 / 00:00-00
- Gore Thread Status
- Active Connactions current peakd maximum tal |
« Trace Created Threads: 10 in 50 10
Connections used: 2 5 2000 18
Queue entries used: 1 4 500 38
© BELELEDET No. Thread 1D [No. of Requests Status Request Type
- Release Information [ 2796 5 idle NOP
- Statistic 1 1588 4 lidle. NOP
v — 2 1828 B idle INOP
5] 2512 3 idle NOP
A a 2420 4 e NOP
~ SSL and Trust Configuration = o) 2 s READ_REQUEST
- PSE Management 6 3372 4 idle |NoP
~ HTTP Handlar T 3064 2 jidle. NOP
« Access Lag 8 2404 4 idle: NOP
B 3060 a idle NOP

- Semver Cache
- Accass Handler
- Admin Handler
- Mogification Handler
~ Dispatching Module
- SSL End To End Dispatching
- URL Filter
- Parameters
- Session Dispatching
- Backend System Info
~ GPO

- Monitor Application Sarvers

2.1 PSE Management

Click on PSE Management:
Select Recreate PSE

W 1) Admiisuaton * Qs s N N

<« C' | 8 bups://acu-dzrpp13/sap/wdisp/admin/public/defaul thtml
B web Dispatcher Administration acu-dzrpp13_WP0_00  webadm  Admin rights «
Meas Manage PSE [sapssispse v | PSE Info !
~ Core System Version of Security Library (SSL/TLS) CommonCryptoLib Version 8.4.35 Mar 16 2015
- Monitor Location of Personal Security Enviroment (PSE) Files: E-\usrsap\WPO\WO00\sec

- Active Services
- Core Thread Status
- Active Connections

PSE Attributes Export Own Certificate | Create CA Request | Import CA Response Help

=
e

- Trace
- Parameters Sun Apr 3 01:52:19 2016 (1604030952192)
Thu Dec 31 16:00:01 2037 (3801010000012)

« Hostname Buffer

+ Release Information Trusted Certificates
- Statistic PKList is empty.
= MPI Status

- ICM Securlty Log
~ SSL and Trust Configuration
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€ & C | B bups//acu-dzrpp13/sap/wdisp/admin/public/defaul thtml

-
EL5” web Dispatcher Administration

Menu Create new key pair for PSE SAPSSLS.pse PSE Info
~ Core System Distinguished =
A Namie ICN MAMP.acumed.net ]

) Algorithm Algorithm Info
- Active Services Key Length
« Core Thread Status PIN. | !
= Aclive Connections -
« Trace
- Parameters

Hostname Buffer

Release Information

- Statistic
B web Dispatcher Administration acu-dzrpp13_WP0_00  webadm  Admin rights grar
Menu
— e ©  Croated Koy Pair for PSE saPssLs.pse @
- Core System Manage PSE [saPsSiSpse v | PSE Info Recreate PSE ! 81 Refresh
- Monitor Version of Security Library (SSUTLS) CommonCryptoLib Version 8.4.35 Mar 16 2015
+ Active Services Location of Personal Security (PSE) Files: E
- Core Thread Status
- Active Connections PSE Atributes Help
Subject : CHeMAME.acumed.nec
- Trace Issuer P acumed.net
Seriainc: OA: 3i03:s2:13
fammelon KeyInfo : RSA, 204
+ Hostname Buffer Valiatcy - NotBefore: Sun Apr 3 01:52:19 2016 (1604030952192)
Nota: Thu Dec 31 16:00:01 2037 (3801010000012)
- Release Information
- Statistic Trusted Certificates.
« P Status Briisc s empry.

- ICM Security Log

~ SSL and Trust Configuration
- PSE Management

~ HTTP Handler

Copy the provioded PSE Certificate

€ - C | &b#ps:;//acu-dzrpd13/sap/wdisp/admin/public/default.html

U
w Web Dispatcher Administration

Menu CA Request of PSE SAPSSLS.pse Help
- Core System | llll.l BEGIN CERTIFICATE REQUEST-----

« Monitor MIICgjCCAWCCAQAWPTERMBBGAIUVECXMYRGItYWIUIENVbNRyb2wgVmF saWRhdGVk
MRgwFgYDVQQDEWI tYW1kLmF jdW11lZCSuZXQuggEiMARGCSqGSIb3DQEBAQUAASTE

= Aclive Services DwAwWgREKAOIBAQCNCS+fyYaTuleBhuSEMB/FfuodCPXdkFA77Ty+ZfZtyzIncyhGP
FubEIwcuGiz2b/ajikGMfbnul4HIpao61CuUIX3Abu+TkNNMHEp4pr1Q+XDimy40

= Core Thread Status V/ACAY6571znnXic+TpchrodbyzT/WnasB8830MpI4fizspV]sxKGKEBOATWKHL

« Active Connections 8BIWUFVaKSzFqqNecfKxq3ihebWb50t2Imlgk7idtAfSqniRLX3W22QNNal1X950L
9HzC+Go8ghT46SyTeljSzxdncCunwjTOy3ro9YF76vPaFgpIBgzM2Ryw7MMYEXnbAd

« Trace XJHRFTQeOBIASE/7DPPPKLEX6MYPPANT7RS I7AgMBAAGZADANBEkqhkiGOWeBAQSF

« Parameters AAOCAQEALLXQ/KYSUwsbW+QaHdzDNQdSUXg223yRNsuZCBfx+b@3VOJEA9RTKT1S
CavquGbNnm#OuwiB8iqc3uGdE/ scvsELgPNPQINCcWU/ LKijlihnpUvhwxe9Z2005

« Hostname Buffer EOUHLyFxbLNFmMcNHSQEERa02/K7wYf1ln/2z+QIFFGPiijsyNOSt72R40DUMDBYipE
MIYEL61VIZ7KPpKIEShVS2IMSNXIRV19783TbSCAVKosSGPAHDEVXXDi4Scp81CeKzM

- Release Information YWZ+tuL XOWwgN7 = F46 omy 2WNx rXDho9DF Xy C ZCAMFCQPErnDKNCy §0xvdMyxTIqd

. Statistic yBWKAYFHOHIVS SHNMWSVv 2 52PP2MUQ==
----- END CERTIFICATE REQUEST-----

« MPI Status

« ICM Security Log

~ SSL and Trust Configuration 4
- PSE Management |
~ HTTP Handler
« Access Log

Import CA Response into PSE SAPSSLS.pse Help

= Server Cache
= Access Handler
- Admin Handler
- Modification Handler
« Dispatching Module
« SSL End To End Dispatching
= URL Filter
- Parameters
- Session Dispatching
« Backend System Info
~ SMP
« Monitor Application Servers
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MIICg CCAWOCAQAWPTERMBSGAIUECXxMYRGotYWHiIENvbnRyb2wgVmFsaWRhdGVk
MRgwEgYDVQQDEwotYWikLmFjdWilZC5uZXQwggEiMAoGCSqGSIbsDQEBAQUAA4IB
CwAwggsEKAoIBAQCnes+HyYaTuioBhuSEMB/ fuod CPXdkFA77Ty+ZfZtyz[ncyhGP
jusEJweuGizzb/ajiwGMibnul4HIpaos1CuUgX3Abu+HkNNmHEp4prnQ+XDimy40
V/AC4Y6siznnXic+ TpchrogbvzT/zWnasB8830MpJ4fjzspVIsxKGKt8OAfWKHI
gBzWuFVaK5zFqgNocfKxqsihebWhbsotzJmigK7idtAfSqniRIx3W22QNNai1Xg50L
oHzC+Go8ghT465yTeljSzxdncCwwjToy3rgYF76vPaFgplBgzMaRyw7MMYEXnb4d
xjHRFTQeOBJAsB/7DPPPKL8x6MyPpAn7Rs|7AgsMBAAGgADANBgkghkiGowoBAQSF
AADCAQEAILIXQ/KY5UwsbW+(QaHdzDNQd5UXg323yRNsuZ CBfx+bo3VOjEAgRTkhis
CavquGbNnmWouwi8iqesuGdE/sevsEigPnPQoNewU/LKijiithnpUvhWwxegZ2Doj
EOQuHLyFxbLnFmeNHsQg6RaO2/KywYiin/z+QJFFGPiijsyNo5t72R40DumD8Yip6
MIY6L61w17KpKIEohVs21MSNXIRVo783fbSCAWkosGP4HDEVEXDi4S5cp8i1CeKzM
yWZ+tuLXOWwgN7zf460my4 WNxrXDhooDfXyCZCAMFCQPErnDKNCyjoxvdMyxT]q]
yBwKAYTHoH]V5sHNMWSVvzszZPP2MUQ==

————— END CERTIFICATE REQUEST-—--

2.2 Importing CA Response Certificate:

Copy 3" Party Generated SSL Certificates to the below location.
E:\usr\sap\WPO\SY S\exe\nuc\NTAMDG64

Open Command Prompt as Administrator and navigate to below path.
E:\usr\sap\WPO\SY S\exe\nuc\NTAMDG64

Run below cmd.

Sapgenpse  import_own_cert -c  2b982dabbd06ce39.crt -r  gd_bundle-g2-gl.crt -p
E:\usr\sap\WPO\WO0O0\sec\SAPSSLS.pse
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oft Wir
Hid Mi

Command Prompt

3.96801

mn.

All rights rese

Import 39 Party Root Certificate:

Import 3 Party Root Certificate:

B-1

[ Administration x \
< C' | & bapd//acu-dzrpd13/sap/
X7 web Dispatcher Administration

Menu Manage PSE
~ Core System
+ Wonitor
« Active Sarvicas §
PSE Atributes
- Core Thread Status =
« Active Connections z
« Trace 2
v
+ Parameters
+ Hestname Buflar
= Release Information
- Statistic
« MPIStatus
+ 1CM Security Log
~ SSL and Trust Configuration
- PSE Management

SAPSSLSpse v
Version of Security Library (SSUTLS)
Location of Personal Security Envirament (PSE) Files: E:\usrisap\WD0W00\sec

Mon Feb 22 94:38:38 2016
Fri Feb 22 84:38:38 2019

Svsmpd3.acumed.local, OU=GDC
imedRootC:

SE Infe

Recreate PSE || Delete PSE Il Create New PSE

CommanCrypteLib Version 8.4.35 Mar 16 2015

godaddy. com/repository/, ©

35357)
38352)

(1692
(1902

Iimport Centificate JEGIETS

Q=Innovapptive Inc, L=Houstan, SP=Texas, C=US
=GDC, O=Ennovapptive, L=Houston, SP=Texas, C=US

24 01:33:47 2016
Thu Feb 23 @1:38:47 2017

Click on Import and once Done Restart Web Dispatcher.

‘GoDsddy . com, Tnc

acu-g2rpd13_WDO_ 00 webadm

Export Own Gertificate | Greate GA Request | Import GA Response
s

| Format: [TEXT ¥ | | Element:

", L=Scottsdsle, SP=Arizons, C

Admn rights

oy
—

Web Dispat Administration

Menu

w Core System

Monitor

Active Services

.

Core Thread Status

Active Connections

.

Trace

Parameters

Hostname Buffer

- Release Information

atistic

MPI Status
« ICM Security Log

~ SSL and Trust Configuration
- PSE Management

w HTTP Handler

Access Log

Server Cache

Access Handler

.

Admin Handler

Modification Handler

« Dispatching Module

Import Certificate to Trusted List of PSE SAPSSLS.pse

SKIONGzmiN/VryTyscPT HHF 1
KHANAvEmMFSGED71XcLNa6R+ghl0773z /aQvgSit -
amSvilybalddlIGy1SechKlsrD: NhKREgSLIwn3

yum

MBBGA1VECh!
YWRkeSBDbGF

yAyIENlcnRpZml
MDYYMFoXDTMOMDY yOT E3MDYyMFox
ZSBHbyBEYWRkeSBHemO1cCwgSHS 3 LIExMCBGAIUEC K
» Y2F@aWIuUIEF1dGhveml@eTCCASAWDQY

JYXRpb2

PVYYYwhyv2vLMeD9 /AlQiVEDY soHUwWH K
wdhF 22+qN133hybX2C32aqRe3H312TqYXP2uYks2abl2

ZOXVeaGIyaXRSMBAXD
: LMAKGAIUEBhMCVVIMXITAfBENVBACTGF RO

YSaRt4bNYCEnY 7NmuHD
ICLITErFOUZzdsygus
KQmuwaTREZHCYQFH

-QYDVQQGEWIVUsEh
LwYDVQQLEyhHbYBE
eMDYyOTE3

E.

R2BgRGFkZIHkgQ2xhc3ME
IK0ZIhvcNAQEBBQADEREN

A7Ugay
i/038C95/5

EQITLdiOr18 2XKV1OARFMRE
KFApMOZEvEyY
MX4/7VpkI+EDOgXG68CAQOI 8cAWEbOWHQYDVROOBBYEFNLE
2008 TIMIGNBENVHSMERYUWEYKAFNLE sNKRT EwRcbNhyz2h
vCQYDVQQGEWIVUZERMBEGALUEChMYVC n1IEdVIERA

Avx4ABINF4DD+gta
YihfukEt iPEX44d
zNKR1EwRcbNhy
t20atTjowek

z2h

3AIEQ

YGBOXUGlemIbYsUfbl8aQracy

I1Edyb3VwLCBIbmMuMT Ewl wYDVQQLEyhHbY BEYHRkeSBObGFzcyAyIENIcnRpZmlS

YXRpb24£0XVQaGoya
EEEBADILS7LKPRHBE
QO7MHAGH opDH2e
TMozI+gciKgdi@FuF
HMyW74cNXAS
dEr/VxqHD3VIL
ReYNnyicsbkqw
END CERTIFIC

Ra

163ugyuV+I6ShHIS6yDge+20z2duClzrTia

etNw+vHX/b

XRSgeEAMAWGALUDEWQF MAMBATBWDQYIKoZIhveNAQEFBQAD
ahB2y0d6AzBhRCkBAYIwimPQoZ+YSAEWSRS I YXHMPBOKWNY
RU1/b1MVED OYTtUURXO1vOXIILXVEEKtI31pibi2Tc7P
skgSymezTvacPd+mSYgFFQL heabIZ@KbIIOgQPiCOPOQ
2cyyk@/2ZM/ iZx4mER
YPoNZ3ACxTIMSCuf

RegAhIhldXRQLIQTOZErBBDRAkes L)
Z8=
ATE
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<« C | & batps://acu-dzrpd13/sap/wdi

&5 web Dispatcher Administration

admin/public/default.htm| ;

acu-dzrpd13_WD0_00  webadm  Admin rights grani

Menu Manage PSE | SAPS Recreate PSE | Delete PSE [l Create New PSE
~ Core System Version of Security Library (SSUTLS) CommonCryptoLib Version 8.4.35 Mar 16 2015
« Monitor Location of Personal Security Enviroment (PSE) Files: E:\usrisap\WD0\W00\sec

- Active Services

PSE Attributes Export Own Ceriicate
- Cors Thresd Sutus

Subject : CN=mamd.scumed.net, OU=Domain Control Valideted

« Active Connections Issuer : CN=Go Daddy Secure Certificate Authority - G2, OUshttp://certs.godsddy. con/repository/, O="GaDaddy.com, Inc.”, LeScottsdale, SParizons, C-US
Serialno: 0D:64:03:97:DB:EC:

- Trace Fovinro’ Roa aassouic

Validity - MNotBefore: Mon Feb 22 04:38:38 2016 (169222123838Z)
- Parameters NotAfter: Fri Feb 22 04:38:38 2019 (1902221238382)

- Hostname Buffer

- Release Information Trusted Certificates Import Centificate I o | Format: [TExT v | Element: | | BI]
- statistic
- MPI Status i< 3. d.1ocal, OU=GDC, Inc, LeHouston, SP=Texas, CaUS
0U=6DC, LeHouston, SP=Texas, C=US
- ICM Security Log Serial r\u-ber ox01
Vvaiidity
~ SSL and Trust Configuration Not batore :Wed Feb 24 01:38:47 2016
Not after :Thu Feb 23 01:38:47 2017
- PSE Management R
~ HTTP Handler Key type  crasencryption (1.2.840.113549.1.1.2)
« Access Log K Finge;orin( PRSI (e S e o e o S
- Server Cache Signature slgoriton:chacseuttnrssEncryption (1.2.540.113545.1.1.11)

: 9:8C:A31E0:2C:
FALiA3AA 9362 1518 967E 2168 F735 BAGF 771 40AC OFeS

- Access Handler
- Admin Handler

i ¢4, ou=Goc, LeHouston, SP=Texas, C=US
0U=GDC, O=I ive, L=Houston, SP=Texas, C=US
3 r\umber Oxcatostonacasea

- Modification Handler

v Dlspatching Modute ot before hied Feb 26 01:29:45 2016

+ SSL End To End Dispatching Not afcer iSat Ju1 11 112915 2043
+ URL Fitler Yoy ope  srsstncrystion 1.2.800.21359.0.1.0)

- Parameters $K_Fingerprine Hos:2404 €082 732 3851 A271 4468 D7AB 2731
- Session Dispatching RIS

ii. Import SMP Certificate:

SMP certificate should be imported to - SAPSSLS.pse — Server certificate PSE and SAPSSLC.pse
— Client certificate PSE.

We can manage the PSE at “Manage PSE” drop-down menu.

Click on “Import certificate” button and open the certificate using the notepad text editor.
Select all its content in the notepad and copy it.

Paste the content in the empty box which opens after clicking on “Import certificate” button.
Once you have pasted the content click on import button.

These steps should be performed for both SAPSSLS.pse and SAPSSLC.pse.

<= C | 8 bups://acu-dzrpd13/sap/wdis ult.html <
=

EZ5 web Dispatcher Administration 3cU-G2rpd13_WD0_00  webadm  Admin rights grani

Menu Manage PSE | S4Ps Dolcte PSE Il Croate New PSE
~ Cors System Version of Securty Library (SSLTLS cn‘monCryp i Vesion Bt vaario e
- Monitor Location of Personal Security Enviroment (PSE) Files: E:\usrisap\WD0\W00\sec
- Active Services
PSE LGS Export Own Certificate | Create CA Request
- Core Thread Status .

ain Control Valideted

- Active Connections c»-m Daady Secure Cer()f):ate Authority - G2, OUshtp://certs.godaddy.
‘ec:re:98

5 .com, Inc.”, LaScottsdsle, SP=Arizona, CaUS
- Trace

Mon Feb 22 04:38:38 2016 (1602221238382)

- Parametars NotAfter: Fri Fob 22 04:35:35 2019 (1902221238382)

+ Hostmame Bufter
- Release information Trusted Cortificatos. | Filter
- Statstic
« MPI Status
+ 1cM Security Log

~ SSL and Trust Configuration

[ | Format [¥Exr v | Element | | [N

d.locsl, OU=GDC, nc, LeHouston, SPaTexas, Caus
ou=GoC, fcunton as breeaty o

iued Feb 24 01:38:47 2016
5 23 01:38

- PSE Management
~ HTTP Handler
- Access Log
- Server Cache , 55
- Access Handler SnBerbriniShAl ASAa 2353 113 967¢ 2168 F735 S4sr 77r: 4eac ores
- Admin Handler
- Mogification Handler
Dizpatching Mose, “Not before ilied Feb 24 01:29145 2016
- SSL End To End Dispatching Not afcer  :Sat Jul 11 01:29:45 2043
- URL Filter ey e

LeHouston, SP=Texas, CoUS
CeHousTon, SPeTexas, C-US

<

sEncryption (1.2.840.113549.1.1.1)
oae
- Parameters

- Session Dispatching D avia:
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17aVCimrm36hidVFKXBVMIEKUZWTgVHOLUu71bxPjeglpQ/qlZZfEcKvde9zTD7yK
pLkwI]9eKZb+X1q7P7NL0O31aZ5a@+PpLrWC4ahzBIFfQN4bX9eFfXhwHcP1iLhwOn+0V]

zq/gUOMN/ jpx7IMB8uMohgjFz8qxxcOQLCbQ+ScFfIVrXuEti386tZHFSWw2DPg/0C
1vnk8bA9+0sUXTA4rqCOY@dRenbwzcyOrCVhbHEDHaWUfFpijpciS1XNs /yoSuiMhL
FG1eB8AGUXELQ6S+iwa8AlSeQ9nCIalexBHEdEDYmpZiy cskCAWEAASOCAXTwggMO
MDBGCSsGAQQBg j cVBWOQWMCAGIisGAQQOBR jcVCITFomaGyYgnhemHHoLQBWbH7kDOB
RAFLAhTEDN/snAgFkAgE EMBMGATUD I QOMMAOGCC sGAQUF BWwMBMASGALUdDWQEAWIF
oDAbBgkrBgEEAYI 3FQoEDF AMMAOGCC s GAQUF BwMBMBEGA1UdDgQWBBTmg9 fmcodA
EirvemZMDg28qqYyizAfBgNVHSMEGDAWgBOvuQSMXhilkvPEIeTgOIR7L1+WZ5CC
AQQGAIUdHWSB /DCB+TCBIgCB86CB8IaBtGxkYXAGL y8vQOA9QMWN1bWVKQOE sQB49
YWNILXN2Y2FzMDEsSQB4SQORQLENOPVB1YmxpYyUyMEtleSUYyMFN1cnZpY2Vz LENO
PVN1cnZpY2VzL ENOPUNvbmZpZ3VyYXRpb24sREMOSYWNI1bWVKL ERDPUXxVvY2FsP2N1
cnRpZml1jYXRI1UmV2b2NhdGlvbkxpc3Q/YmFzZTOvYmplY3RDbGFzcz1 jUkxEaXNe
cmlidXRpb25Qb21udIY3aHROcDovL 2FjdSizdmNhczAXxLmFjdW11ZC5sb2NhbC9D
ZXJORWSyb2xs | BF JdW11ZENBLmNybDCCARAGCCSsGAQUFBWEBBITBEDCCAQuwgagG
CCsGAQUFBzAChoGbbGRhcDovLy9DTjIBY3VEZWRDOQSxDT j1BSUEsQB49UHViIbGL j
ITIwS2VS5ITIwU2Vydml jZXMsQB849U2Vydml jZXMsQB49Q29%uZmlndXIhdGlvbixE
Qz1hY3VEtZWQsREMODBGO YW/ YOFDZXICaWZpY2FOZT9iYXNIP29iamVidENSYXNZ
PWN1cnRpZmljYXRpb25BdXRob3 Il pdHkwXwYIKwYBBQUHMAKGUZhEedHAGLYShY3UT
c3ZIYXMAMSShYIVEZWQuUDGO ] YWwvQ2VydEVucmOsbCOhY3Utc3ZFYXMWMS5hY 3VE
ZWOQuUDbGY jYhxFQWNI1DbWVKQOEoMSkuY3IJOMCQGAIUJEQQAMBUCGWF jdS1zdnNtcHEX
My ShY3VEZWQubG9j YWwwDQY JKoZIhvcNAQEFBQADggEBADEL j2A7r9FHXhfVuhSo
vivzSDkCbePn2f7sIyuPVnLKS8GIIHUY3RMXi2mproNV1Q48eR+LIJHVRNXELId4wcC
A47GK7A4 jekzI0mlL gRSHbQYr1zKAWjsgkY+gvszKS3180Umi FdShktb99c inKMRUg6
30S7q6/yMDFyF65 /ftf99xeFOw3EFazwcfVA74FfkCCVFUvaypuhF/55m/Y2ufIaf
NNBYrRsc6D0OUSalWVyuBOQYN32g51L UBLb99aQhaOwmE2a3 /KLZFPHNIZ3MDASuKfy
dAFfsBAHV2iTIZwiOPGTLYoOHHmWIDs 7gIrCqusOwl2G/3/ /vESLmrxiTeUwsoYI6tP

END CERTIFICATE

[RS——
w Web Dispatcher Administration

WMenu Import Certificate to Trusted List of PSE SAPSSLS.pse

v Core System mgla»wﬁmmwwwM/mmmM

« Monitor PLEWIIeKZb+X197P7NLO312Z520+PpLrCAhzBIFONSDXIOFXhiHCPLiLhwOn+OV
V29/8YOUN/ SR x7IM8utohgiF 30qxxc00LCRO+SS IV XUELi386LZHESH20PE/OC

- Active Services 1vnk8bA9+0sLXTArqCOYOdReN6wWz CyOrcVhbHtOHaWUTfFpipe ;;;xu;/w

e T s £G108ACUXELaSSY InadAIS€QINC JaBexBHBAEDY RZ Ly 2 KCANEARROCAXINERTO

® DOGC uwmwmm
« Active Connections W.IQRO/ gEEMBL QQIHACG 3AC MBMA s GA1UIDWOE A

oDABEgkrBEEEAYI3FQOE mooc £ GAQUE B 1B11B0GA1UdDE a'r-ggfagou

« Trace EirvemZlDg28qqYyizATEENVHSHEGDAWRBQVUOSHMXhilkvPEIeTROIR7LI+MZICC

« Parameters AQQGALUIHWSS /| KB'M&M&WM /kQOEsQ049

XN2Y. SNZRY2VILENO

« Hostname Buffer PVNlcnZpY. gv;;gygggnvb-;gzsuvxngbgqggusku;gwkggngn«xvvy;ng;

GDBPA!.LJ_..&&J- mz\b.znmmm/ m.kuamm.“;&m;smmmug

Release Information

« Statistic % ] ENBLmNy bDGCARS
WM&WM&L»M
« MPI Status ATINS2VSITInU2VydmljZXMsQR49U2Vydml ZXMsQe49Q29uZmindXIhdGlyvbixE
« ICM Security Log wmmmmmmmmixm
~ SSL and Trust Configuration Z3Y: hY3VEZWQuUbGY ] YilwvQ2VydEVuC bCOhY3ULcIZ{YXMMMSShY3VE

- PSE Management

~ HTTP Handler ¥Avz50kCbeOn2€7 5Ty PV EnLKSGATHYY, +
| 37GK7AdjekzI0nLgR r1zKAWIsgkV+gvszKS3100Umi FdShktbooc {nkHRU:

* AccessLog t 3052q6/yMDFyFES/TLTo9xeFIw3EFazwcTVA74TkCCVIUvaypuhE/SSm/ !KM.Y_LQ_
nNeYrR5c600uSa 1Yy uBQYN32g5LUBLEI9aQha0wmE2a3/ KLz fPHNIZ3MDdSuK y

« Server Cache 73/7

« Access Handler xgw= - LY SSIMIRAZEICEAUERAAN/ 3/ IVRAMRIAIMIIRISSE
- Admin Handler

= Modification Handler

« Dispatching Module

Am@szﬂmmmmm;m&;wwmnsmmms
R 8 JAQEFBOAD EBAD LAZrITHXN n=290
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MIIEpTCCA42gAWIBAgIQc8SQj4pXXI1IPOE7FoQ1FDANBgkqhkiGOwWBBAQUFADBC
MRUWEWYKCZImiZPyl GOBGRYFbGOjYWwxFjAUBgolkialk/IsZAEZFgZhY3VtZWOx
ETAPBgNVBAMTCEF jdW11ZENBMBAXDTA3MT EyMDIwMzkzMFoXDTE3MTAXOTEGMTMy
0VowQj EVMBMGCgmSJomT 81 xkARKWBWxVY2FsMRYWFAYKCZImiZPy L GQBGRYGYWN1
bWVKMREWDWYDVQODEWhBY3VEZWRDOTCCASTwDQYIKoZThveNAQEBBQADgg EPADCC
AQoCggEBANWCNrpt2XwsgrokwaHeOB6WAkp+Ezo/TmfSSI2IvtABXRaTOItPHcel
E+cSf1AmA+EAT lypNKp+EdGQoTTWETVE6+B51Y2P4qt7a9L /VRYwDznefvw/+L xXm
FBcLO9Ym3wIb5NtINXQGCav i/ XEpXKIh1WZh]1YBguAls2wlgnknkCS5KLEkyHUVN23t
LKZARG4h8gRGOTtRmuWDCPUdEUlGubrwuEKyydFuumudN2jxJAwk1ZmhjglCcdUfb
JpnnTCpUC /v+MgX8jqpQV3dmiEY7d0IBulolc3X9sATsMOryFdSt72KfaUPs+N1L
XU9SYWxntbVbNLYTS5j1A1ULSdg3Amz8CAWEAAaOCAZUwggGRMBMGCSsGAQQBgjcU
AgQGHgQAQWBBMASGATUJADWQEAWIBh JAPBgNVHRMBATSEBTADAQH /MBOGA1UdDgOQW
BBQvuQSMXhiTIkvPEIeTgOIR7L1+WZ jCCAQQGATUdHWSE /DCB+TCB9qCB36CB38IaB
tGxkYXABLY8vQR490WN1bWVKQOESsQBA9YWNI L XN2Y2F zMDEsQB490Q0RQLENOPVEL
YmxpYyUyMEt1eSUyMFN1cnZpY2VzLENOPVN1cnZpY2VzLENOPUNvbmZpZ3VyYXRp
b24sREMOYUWNILDbWVKLERDPWxVY2FsP2N1cnRpZml jYXR1UmV2b2NhdGlvbkxpc3Q/
YmFzZTO9vYmplY3RDbGFzcz1 jUkxEaXNOcmlidXRpb25Qb21udIY3aHROcDovl 2Fj
dS1zdmNhczAxLmF jdWl1ZC5sb2NhbCODZXIORWSyb2xsLOFjdW1l1ZENB LmNybDAQ
BegkrBgEEAYI3FQEEAWIBATAjBgkrBgEEAYI3FQIEFgQUeCfycFmZubkSm2bdv18d
rXF99McwDQY JKoZIhvcNAQEFBQADggEBAEFKTQGgopRRUBhoOpgh/jSdjl+Aignz
BxZ9XPOFhpTEGv1H34s2DqcH4/ /Nna9f1DNIBDVHWONYYa/wBuNI1lbg+N8Q6kf4ip
zJpPu9f /usIWEi+L+3IDV+4T4ih3LFHzf8EbwlLeQQSe+arZ8haffqdrkV1IrIbwMo
73S01igrGoykCxLK7R3wCNMBV+WObBK6NHWNGKalHsWWpKXZRTErcC4atP2nNP3p
ARKFOxLyv6ZP9gzgc39h7wHb+LwKCNI5IMudhRXKrnBIxHulpSaB3BUN8ghBuele
QnBBxvwhMfeZ LOKRFOSMOOEImnLPnPzk92WXAX7ugvYpIfulcgUvxwk=

[ —
W Web Dispatcher Administration

Menu Import Certificate to Trusted List of PSE SAPSSLS.pse
~ Core System | |..... BEGIN CERTIFICATE-----
J2ZAEZFEZhY3VEZHOX
= Active Services ETAPBENVBAMTCEF JdWi11ZENBMBAXDTAIMT EyMOTwtizk 2MFOXDT ESMTAXOTEQMT My
BIMGCEMS JomT 81 xkARKWBLX VY 2FSMRYWEAYKC
« Core Thread Status ﬂ“m;&ﬁ"ﬂ’g MR EV {DwYDVOQDE UBY;EXEZJ lBP,QIQXWSESI Q; ;!SA:ZKIQA!EI:!!MEQEELEMQ!QI&MI; PADCC
« Active Connections AQ0CEREBANKCNCRE2XwagrokwaHe OBGHAKP+EZ0/TmESSI2IvEABXRATOTPHe el
E+<5flanarEATLyplKptEdGQOTTHETVE4B51Y 2P4qL 7201/ VRYuD: nefun/ vlxXn
« Trace I8CLIYM3WILSNTINXQGCAY I/ XEPXKIh1WZhIYEgUAL S 2w@qnknkCSKL
. LKZAR@4h8gRGETRMUWDCPUdEULGUErwuEKyydFuumus),
By IP0NTCRUC/ v+MEXBIapOV3dmi EY7dOTBulol c3X97AT S HOry FdSE72KFaUP S +IIL
= Hostname Buffer Xxu9SYlWxn NLYT A dg3am; wEAAAOCA m&i&g
ABQCHEQAQWE AwIBh HRMBATSEBTADAQH
S a— s Mmmmm Eoces /MESGALUADEQH
« Statistic KYXAGL Q49 .:. QOF 5Q043 LXN2 Qe29QORQLE -v“
YaxYUMtl SU HFN YV’ OPVNln YVLE PUNvbm.
« MPi Status g4=aengvuuxbuvg;enogg XVY2F 5P 2! Y. n1 yzbzﬂhgglvgkxgcsg
« ICM Security Log 2219 ,_-,-»-J =axtioc ,_: a1 Re >
Y2 AnSRE . CVLAA S ALULASE L SO T A LR
~ SSL and Trust Configuration BgkrBgEEAYI3FQEEAWIBATA Bk rBREEAYI3FOIEFgOUECTycFmZubkSm2bdyiad
P MEREGRneHT EXFSMenDOY KoL LncHAR EROADREERAL EK TS RoRRAUShoROEN 124 1 24ALE0s
= 8x29XPOFhpTEGVIN34520gcH4/ /Nnadf10N) BOVHONYYa/! +N8Q6kf4ip
~ HTTP Handler 32pPuf/uslHEI+L+IDV+2TAih3LFHZ fBEbuLeQQSe+ fadrk
735011igrG6ykCxLK7RInwCHNMBY+HODBKEnHWNGKA1HSWWPK XxZRTErcCAatP2nNP 3p
* Access Log ARKFOXLYv6ZPIgzgc39h7wHb+LWwKCN] S IMudhRXKrnBIxHUIpSaB3BUNSghOuele
. QnB8xvwh!if eZLOKREQSHOOE 1mnL PPk 21X 4X7ugvYRIf ulcgUy xuk=
SeverCache. P )--==- END CERTIFICATE-----
= Access Handler
= Admin Handler >
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€ & C | B bupS/sacu-dzrpd13/sap/wdisp/admin/pu

T Web Dinpatcher Administraton

-/defaulthtml

]

acU-0Zrpd13_WDO_00  webadm | Admin rights granted

Menu Manage PSE [SAPSSiSpse v | PSE Infg PSE | Delete PSE M
~ Core System Version of Security Library (SSL/TLS). CommonCryptoLib Version 84.35 Mar 16 2015
. Moniter Location of Personal Security (PSE) Files:

- Active Services -
PSE Anributes.

EN=namd . acuned. net, OU=Damsin Control Velidsted

€N=Go Daddy Secure Certificate Authority - G2, OUshttp://certs.godaddy.com/repository/, O="GoDaddy.com, Inc.",

Export Own Certificate | Create CA Request
- Core Thread Status

- Active Connecions

L-Scottsdale, SP=Arizons, C-US

@D:62:03:97:DB:EC:F6:98
- Trace : RSA, 2085-bit

Validity - HNotBefore: Mon Feb 22 04:38:38 2016 (1602221238387)
- Parametars NotArter:

Fri Feb 22 64:38:38 2019 (1802221236387)
- Hostname Bufter

- Relsase Information Ui T IFier [ [EE | Fomat: [T v | Element: [
PRList:
- Statistic clementsno="1":
- MFIStatus subject ic d.docel, OU=GOC, Inc, L=Mouston, SP=Texas, C=US
Tssuer c A, OU=GDC, L=Houston, SP=Texas, C=US
- 1CM Security Log Serisl numper:exel
valiasty:
~ SSLand Trust Configuration Not before iMed Feb 24 ©1:38:47 2048
+ PSE Managsment ot after  iThu Feb 23 ©1:38:47 2047
<~ HTTP Handler Key tyse  irsaEneryption (1.2.840.113549.1.1.1)
Key size  :20d8
- Access Log PK_Fingerprint_MD5:7DBE FOA4 7514 BEDB FGC7 ABDS ASAD 7CEF
Signature algorithm:sha2SeithRsaEncryption (1.2.548.113545.1.1.11)
= Semver Gache Fingerprint_HDS:F1:7F:16:8F:66:67:5:9%:5C:A3: 60: 2C: 161 FC: 7

ias
- Access Handler HAL:A3AA 9162 1513 S67¢ 2168 F735 B46F T7F1 GOAC OFOS

- Admin Handler

o A, ou=6oc, LeHouston, SP=Texas, C=US
cath G A, OU-GDC, Cfisuston, sPeTexss, cous
+ Modrication Handler Serial number:Oxdcafoslsbdedses2

~ Dispatching Module Validity:

iMea Feb 24 01:29:45 2016

- SSL End To End Dispalching Sat Jul 11 81:29:45 2643

- URL Fiter srssEncryption (1.2.840.113549.1.1.1)
Key size  :
- Parameters PX_Fingerprint_fiD5:2484 EDB2 9732 3851 A271 4465 D7AB 2731

. i extensions:
Session Dispatching e avid,
+ Backend System info significanceNon sritical
=
~ suP ey dentird i
+ Monitor Application Servers SubjectKeyIdentifier:

SignificanceiNon critical

Once Certificates are imported Restart WebDispatcher.

File Action View Favorites Window Help

G Console Root
4 I SAP Systerns
“ & System Upd...
@ System Update B acu-dzrpdizo
a [ acu-dzepd130 P
@@ Process List
b £ Current Status
b #£F Open Alerts
3] Sysiog
= Access Points
&% Web Dispatcher

SAP Instance
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Maintain Profile parameters for WebDispatcher to redirect to SMP.

Path: E:\usr\sap\WDO\SY S\profile

E WDO0_WO00_acu-dzrpd13 - Notepad
File Edit Format View Help

EAPSYSTEMNAME = WD@

SAPGLOBALHOST = acu-dzrpdl3

SAPSYSTEM = 08

INSTANCE_NAME = 108

DIR_CT_RUN = $(DIR_EXE_ROOT)\$(0S_UNICODE ) \NTAMDEL
DIR_EXECUTABLE = $(DIR_CT_RUN)

DIR_PROFILE - $(DIR_INSTALL)\profile

_PF = $(DIR_PROFILE)\WD@_W@O_acu-dzrpdl3
SETENV_88 = PATH=$(DIR_EXECUTABLE);XPATHX

wdisp/ssl_auth=8

wdisp/system_@ - SID-SMP, SSL_ENCRYPT-1, EXTSRV-https://acu-svsmpdl3.acumed.local:8081, SRCSRV-*:443, SRCURL-/, STICKY-true

icm/max_conn = 2080
U P
# Tuning parameters that usually do not need to be adjusted

B
icm/max_sockets - ($(icm/max_conn) * 2)

icm/req_queue_len = 588

icm/min_threads = 1@

icm/max_threads = 5@

mpi/total_size MB = (min(@.06 = %H(icm/max_conn) + 5@, 2080))
mpi/max_pipes = ($(icm/max_conn) * 2)
wdisp/HTTR/max_pooled_con = ($(icm/max_conn))

wdisp/HTTPS /max_pooled_con = ($(icm/max_conn))
ssl/server_cache_size = (min(${icm/max_conn) * 4, 190000))

icm/server_port_@ = PROT=HTTPS,PORT=443
icm/server_port_1 = PROT=HTTP,PORT=8000

#
# SSL Cipher Suites

Import the SAP Mobile Platform Server certificate and Root CA into the Web
Dispatcher trust store

Start the Web Administration interface for SAP Web Dispatcher.

Under SSL and Trust Configuration, choose PSE Management.

From the Manage PSE drop-down list, choose the client PSE (SAPSSLC.pse).

Under Trusted Certificates, choose Import Certificate.

Using a text editor, open the CA certificate used to sign the SAP Mobile

Platform server certificate. Copy and paste the contents of the certificate into

the box and import the certificate

7. Repeat the same procedure for Trusting SMP certificate also. If you are using
a..pfx certificate we need to convert to .cer(base 64 format)

8. Once imported the Root CA/Intermediate Certificates in Web Dispatcher

9. Repeat the same steps to import the certificates in SAPSSLA.pse and
a.SAPSSLS.pse

10. Restart the web dispatcher.

11. Now test the Web Dispatcher redirecting to SMP

12. The success full redirecting screen as below

oukrwnE
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SAP Mobile Platform X

PP
[ 6 | @  https://mamd.acumed.net
\

WMobﬂe Platform

Reference Links:

http://help.sap.com/saphelp nw?73/helpdata/en/48/3d993fb08c72d1e10000000a42189
c/content.htm

http://help.sap.com/saphelp banking60/helpdata/en/03/e301e249744a32adc6d23aff1f
287c/content.htm



http://help.sap.com/saphelp_nw73/helpdata/en/48/3d993fb08c72d1e10000000a42189c/content.htm
http://help.sap.com/saphelp_nw73/helpdata/en/48/3d993fb08c72d1e10000000a42189c/content.htm
http://help.sap.com/saphelp_banking60/helpdata/en/03/e301e249744a32adc6d23aff1f287c/content.htm
http://help.sap.com/saphelp_banking60/helpdata/en/03/e301e249744a32adc6d23aff1f287c/content.htm

